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I. INTRODUCTION
In a world where wireless devices appear to dominate 
society, it is wires that truly rule and connect our lives. 
Certainly the spread of cellular phones, Bluetooth technology, 
wireless sensor networks, and advances of ion-lithium battery 
capabilities have made common daily devices more 
disconnected and portable. However; at the end of the day we 
are reaching for wired chargers for power, transporting 
ourselves around in planes and car with extensive wiring, and 
living in homes still very connected with wires.  
 Physical wiring has well known problems that affect 
performance and sometimes safety. Wiring faults in buildings 
and home can lead to electrical fires. Aging aircraft wiring 
contributes to system malfunctions that can lead to fatal 
crashes [1]. The type of damage varies from simple cracks and 
small shield damages to frays and severed cables. Simple 
bends and kinks in RF cables lead to degradation and poor 
performance at higher frequencies. Although systems may 
perform well for years, eventually age and normal physical 
wear naturally lead to wire problems. The detection, location, 
and identification of wire faults are a large area of research 
and investigation. 
 Research and development in the area of wire fault 
detection has been approached from many different angles. 
Features relevant to the problem can be extracted from time 
domain, frequency domain, or time-frequency domain data 
[2]. Techniques from the basic visual inspection to advanced 
neural networks, Kalman filters, etc. each provide a level of 
effectiveness, but also have drawbacks [2]. With the varying 
degree of wire faults that exists it is no surprise that varying 
methods are needed to map the entire fault space. There is no 
single method effective in all fault cases. 
 The problem of small wire faults in cable shields is 
addressed in this paper. Small faults such as damage to the 
shield are very difficult to detect. Common tools such as time-
domain reflectometry may not be able to distinguish a 
reflection from a small fault hidden in the noise. Damage to 
the shield has the potential of being seen from the outside of 
the cable; perhaps not visually due to the size of the damage, 
but electrically. Electromagnetic fields escape through small 
cracks or holes in the shield. We would like to use these 
external fields to diagnose the faults in the shield. This paper 
evaluates if those fields are detectable and how to detect them.  
The detection, location, and identification of wire 
faults is a serious problem. According to a previous Air Force 
Research Laboratory study on Air Force mishaps, 43% of 
mishaps related to electrical systems are due to connectors and 
wiring [3].  
Reflectometry is a common method of fault detection 
and location [4]. These methods send a low-voltage high-
frequency signal down the wire and detect reflections from 
anomalies along the length of the wire. These methods are 
presently available for detecting open and short circuits, but 
frays or chafes and other small damage are more difficult to 
detect. Reflectometry comes in multiple flavors., depending on 
the type of signal sent down the wire.  Time domain 
reflectometry (TDR) uses a step function or pulse [4]-[6], 
frequency domain reflectometry (FDR) uses a set of sine 
waves [7], spread spectrum time domain reflectometry 
(SSTDR) uses a pseudo-noise (PN) code or sine wave 
modulated PN code [8], and others [4]. The short coming of 
all reflectometry methods is that reflections from small faults 
are very small, and therefore get lost in the noise.  
System modeling is used to calculate the 
reflectometry response from a fault in a specific system.  
When a fault or fray is introduced into a wire, the impedance 
changes at the fault location. Many types of faults on 
unshielded wires have been simulated. [9]-[11] This 
information helps quantify what effects will be seen in a 
system when faults are introduced. With this information 
detection systems can be better design as the various types of 
faults are simulates and modeled. 
Using advanced modeling of faults, preventative 
methods have been investigated to allow early warning or 
detection of faults. Prognostic health management (PHM) 
[12]-[14] and location of intermittent arc faults [15] are two of 
these proactive applications. Signal processing techniques 
such a wavelets [16], deconvolution, matched-filters, de-
noising, and Bayesian techniques have also been applied to 
provide better detection and location of wire faults. 
Previous research and development has produced 
systems that are capable of locating large faults on cables, but 
locating the smaller faults has been elusive and minimally 
effective at best.  This is partly because previous studies have 
been limited to unshielded cables.  These cables thwart 
attempts to locate small faults, because normal impedance 
variation caused by vibration or condensation on the wires is 
as large or larger than impedance changes caused my chafes or 
frays.  In this paper we will focus on shielded cables.  The 
grounded shields significantly reduce the impedance changes 
caused by the vibrating vehicular environment, thus enabling 
detection and location of much smaller faults.  There are two 
ways this could be done.  One is evaluating the reflectometry 
response on the quieter, shielded cable.  This is possible, but 
we are still looking for a small reflection amongst larger 
induced signals on the wire.  The other method, which we will 
focus on in this paper, is investigating the fields that leak from 
the fault onto the outside of the shield.  These signals are 
small, indeed, but they should be zero.  In this case we are 
looking for a small signal where there should be none, rather 
than a small signal amidst larger signals.  This requires a test 
system with less dynamic range, and provides a potentially 
viable test method for small faults in cable shields.  A basic 
cable model is introduced in section II, and section III 
discusses a simple pickup sensor idea with initial simulations 
and measurements. 
II. SIMULATION OF FIELDS EXTERNAL TO A CABLE
Determining the fields on the outside of the cable due to a 
fault in the shield will involve a process of simulation and lab 
measurements. The type of wiring we are going to focus on in 
this paper is the standard coax cable, although the concepts 
can be extended to twisted shielded pair (TSP) and other 
shielded cable types.  The question we are most interested in is 
what fields propagate from the inside to the outside of the 
cable when there is a hole in the shield 
 Bethe developed rigorous mathematical expressions 
to describe fields leaking through a small hole between two 
cavities [17]. Bethe’s theory was applied to waveguides and 
validated by additional studies [18]-[19].  Two waveguides 
were placed parallel to each other with a small hole connecting 
the two. Fields were shown to leak into the adjoining 
waveguide through the small hole. Applying the theory to 
coax cables, if a signal is travelling down the cable and there 
is a small hole in the shield, then some fields could be leaking 
out and may be detectable on the outside of the shield. 
To better understand the fields outside a damaged 
coax shield we used a 3D model of RG-58 coax simulated 
using the Computer Simulation Technology (CST)  software 
with the Microwave Studio (MWS) suite.  Table I gives the 
parameters for the RG-58 coax shown in Figure 1. Each end of 
the coax is terminated with an (impedance matched) CST 
waveguide port. The waveguide port represents an infinitely 
long waveguide connected to the structure. A waveguide port 
stimulates and absorbs energy with very low loss reflections. 
A simulation was run using a Gaussian pulse as the excitation 
signal. Later work will consider more detailed pulse and signal 
shapes representing other reflectometry systems. 
The field patterns from the basic RG-58 cable 
without any damage were zero on the outside of the cable as 
expected. Next we simulated a hole in the coax cable by 
subtracting out a cylinder shape from the middle of the model. 
Figure 2 shows the fields internal and external to a coax cable 
with a cylindrical hole at the center of the cable. The hole 
penetrates the shield and part of the interior dielectric.  If the 
hole is small enough that it does not penetrate the shield 
(damage to the outer insulation only), no fields escape from 
the cable. Figure 2 illustrates the fields at the hole with a 
cross-section view of the coax cable. The electric fields can be 
seen escaping through the hole. 
Visually these simulations indicated signals on the 
outside of the cable that are propagating towards both ends of 
the cable. These signals could potentially be picked up by a 
probe on the outside of the wire. 
Figure 1 RG-58 cable modeled in CST 
Their mere presence indicates a hole.  The phase shift between 
the incident signal on the wire and that received from outside 
through the hole may be able to tell us the location of the hole.  
The magnitude and / or frequency spectra of these signals may 
be able to tell us the size and nature of the hole.  These 
rudimentary simulations provide motivation to continue 
research and modeling of small faults to aid in the study of the 
external fields. Improvements to the model to more accurately 
reflect shield damage, size, signal excitation, and expressions 
to describe these external fields will be presented at the 
conference. 
III. USING A COIL RECEIVER TECHNIQUE
With a simple model of an RG-58 coax cable established 
we turn our attention to detecting the external fields. One 
approach utilizes a coil (toroid) sensor. The coax cable goes 
through the center of the coil, and measurement devices 
connected to the coil receive signals. The following 
subsections present a simulation and initial lab results from 
such a setup. 
A. Simulation 
A simplistic CST model was simulated using a basic coil. 
Building upon the RG-58 coax model already developed, a 
ferrite coil was added as illustrated in Figure 3. This model 
was simulated with the same parameters defined earlier in the 
paper. The signals received by the coil are shown in  Figure 4.    
They are very small, and they are the derivative of the 
(Gaussian pulse) signal on the wire.  Multiple reflections are 
also seen, because of mismatches within the coil system. 
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Figure 2 Coax cross-section at the middle of the cable, showin electric fields 
escaping from the hole 
 Although this CST model is fairly basic, the result 
helps motivate the additional research and study needed to 
better understand the fields leaking outside the cable and the 
potential use of a coil sensor. The downside of this CST 
simulation is the incredibly small response of the signal, on 
the order of 10
-7 
V for a 1 V input signal. It will be very 
difficult to measure and capture these signals. As the coil 
moves away from being centered over the hole the signals are 
even smaller and more difficult to detect.  Still, our simple 
measurement system has been able to detect the faults.  
B. Experimental Measurements 
The previous section provides motivation that measureable 
fields exist on the outside of the cable. A few questions 
quickly arise; how far do the fields extend, how large are the 
fields, and perhaps most importantly can the fields be detected 
in practice?  We know that small faults are difficult to detect 
with common TDR measurements, because the reflected 
signal becomes lost in the noise. One advantage to the 
detection of holes in the shield is that these types of faults are 
NOT intermittent. That means we can look for them in relative 
leisure when the aircraft is on the ground, in a quiet 
environment with no other signals (other than environmental 
noise) on the cables being tested. 
Figure 3 RG-58 coax modeled in CST with coil sensor.
Figure 4 Coil output signal when located at the center of the coax directly over 
hole. 
 In order to test the coil sensor idea simulated in the 
previous section, a lab experiment shown in Figure 5 was set 
up. A coil of copper wire was hand wound around a ferrite 
core to create a toroid and attached to port 2 of the network 
analyzer via an RG-58 cable. A 30’ RG-58 cable was 
connected to port 1 and run through the center of the toroid. 
 The experiment was executed in two steps. During 
the first step measurements were taken with no damage to the 
shield. The response from the ferrite coil alone is show in 
Figure 6. Data collected from the network analyzer was in the 
frequency domain. A simple inverse Fourier transform was 
used to convert it to the time domain.  
Figure 5 Test setup for coil sensor experiment 




























Figure 6 Measurement before shield damage (top) . Measurement after shield 
damage (bottom).  
The second part of the test is to damage the shield 
(using an xacto knife in this case) and retake the measurement. 
A 1-cm chafe was made on the shield 10ft from port 1. 
Measurements in the frequency domain were Fourier 
transformed to give the time domain response shown in Figure 
6. The graph shows a distinct spike caused by the signal 
leaking out of the cable and being received by the toroid. The 
spike is not centered around 10ft, however, because the signal 
leaves port 1, travels 10 feet down the cable, out of the hole, is 
picked up by the sensor, and travels a few feet back through 
port 2.  We are still working out the details of the various 
velocities of propagation (inside and outside of the cable are 
different), and the nature of the external signal, to be able to 
use the measured signature to determine the location of the 
fault. 
IV. CONCLUSION
Initial simulations and lab measurements were 
presented in this paper regarding leaky fields from small holes. 
Computer simulations provided motivation that external fields 
could be sensed by a rudimentary coil sensor. Lab experiments 
provided initial data that these external signals are detectable. 
The work going forward will focus on quantifying the effect of 
shield damage size and shape to leaky fields, the strength of 
the fields as the coil moves away, and optimal coil sensor 
design. 
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